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Introduction

In today’s digital landscape, the importance of privacy has reached unprecedented levels. As India
leads the charge in technological innovation, driven by rapid digital adoption, managing personal
data has become increasingly complex. India’s digital transformation, fuelled by advancements in
emerging technologies, has led to exponential growth in the volume of data being generated,
processed, and exchanged globally. While this data is a valuable asset for businesses, it also
presents significant challenges related to privacy, security, and regulatory compliance.

Gartner projects that by 2025, 75% of the global population will have its personal data protected
by modern privacy regulations, highlighting a global shift toward stricter data protection. India’s
response to this evolving landscape is the Digital Personal Data Protection (DPDP) Act, 2023, a
comprehensive legal framework designed to safeguard personal data. This landmark legislation
reflects India’s commitment to fostering trust in its digital ecosystem while advancing its vision of
becoming a digitally empowered society.

The DPDP Act represents a pivotal moment for Indian businesses of all sizes, from startups to
multinational corporations. It mandates that any organization handling digital personal data,
regardless of location, must comply with Indian data privacy standards if it offers goods or services
to individuals in India. This extraterritorial scope introduces new compliance challenges for global
enterprises while holding them accountable for the privacy and security of Indian citizens' data.
Notably, the Act focuses on digital personal data, excluding non-digitized forms.

For businesses navigating this regulatory environment, compliance with the DPDP Act is not only
a legal requirement but also a strategic priority. Non-compliance could result in substantial
penalties, reputational harm, and a loss of consumer trust. This shift toward more stringent privacy
standards underscores the need for a Unified Privacy Management Platform that enables
enterprises to efficiently manage data privacy, ensure compliance, and protect personal data
across hybrid and multi-cloud environments.

Streamlining privacy management and aligning with regulatory demands minimizes the risk of non-
compliance while enhancing operational efficiency and strengthening customer relationships. This
white paper explores the significance of such platforms in helping businesses comply with the
DPDP Act and other global privacy regulations, empowering them to succeed in an increasingly
privacy-conscious world.
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Key Provisions of The Digital Personal Data Protection Act

Exemptions: Section 36
+ National security
Law enforcement

+ Government purposes

o L. ) Children’s Data Protection: Section 9-10
Obligations of Data Fiduciaries: Sections 4-6 - )
» Verifiable parental consent required

« Ensure data accuracy and security « Prohibited activities:

« Implement reasonable safeguards o I— '

* Notify breaches to the Board and affected individuals
= Maintain transparency in data processing activities

- Prefiling & tracking
- Targeted advertising to children
- Mandatory age verification

Cross-Border Data Transfers: Section 11
« Based on adequacy & reciprocity
« Allowed to notified countries/territories
« Exemptions for contract-based transfers
« Critical data to be localized

Rights of Data Principals: Sections 12-16
* Access, correction, and erasure
» Data portability & Grievance redressal
= Nomination rights

Data Protection Board of India: Sections 17-28 Consent Framework: Section 7
» Central regulatory body !
« Inquiry, grievance handling, & penalty
« Fines up to 250 crore

L o « Clear, specific, informed & easy withdrawal
= Deamed consent for legitimate purposes
= Parental consent for children's data

Impact Of DPDPA On Enterprises

As enterprises navigate this new regulatory environment, understanding and implementing these
requirements will be crucial for maintaining legal compliance and building trust with data principals.
Here are the compliance requirements that are needed to get fulfilled by the enterprises:

1. Keeping the data principals informed

Enterprises while acting as data fiduciaries must provide data principals with a summary of the
personal data being processed and details about any third-party sharing. This includes maintaining
comprehensive data inventories that track how personal data is stored and shared.

Enterprise DPDPA Compliance 3
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2. Ensuring data accuracy and limit data retention

Enterprises must allow data principals to correct inaccurate, incomplete, or outdated personal data
and ensure that shared data is accurate and consistent. They are also required to erase personal
data upon request unless it needs to be retained for legal reasons.

3. Establishing a grievance redressal mechanism

Under the DPDPA, enterprises must implement effective grievance redressal mechanisms by
appointing officers to manage grievances and establishing internal procedures for resolution and
escalation.

4, Developing consent management program

Indian businesses must implement robust consent management programs that align with the act.
Consent managers will act as intermediaries between users and businesses, ensuring that consent
is free, specific, informed, and unambiguous.

5. Protecting children’s data

Businesses processing data of individuals under 18 must implement stringent measures to comply
with child-specific provisions. This includes obtaining verifiable parental consent before collecting
or processing children's data and developing age verification systems.

6. Offering easy consent withdrawals

Data fiduciaries are required to provide a simple and clear process for consent withdrawal, like the
consent-giving process. Once consent is withdrawn, data processing based on that consent must
stop, unless permitted on other grounds, with the consequences borne by the data principal.

7. Conducting Data Protection Impact Assessments

Under the DPDPA, Indian businesses, especially Significant Data Fiduciaries, must conduct regular
Data Protection Impact Assessments (DPIAs). DPIAs should comprehensively assess data
processing activities, including data subject identification, documentation of data principal rights,
data types and collection methods, processing activities and their necessity, risk identification and
assessment, and outline mitigation measures to ensure compliance with data protection
regulations.

8. Appointing independent data auditors

Under Section 10 of the DPDPA, significant data fiduciaries must appoint independent data auditors
to assess their compliance with the Act. These audits aim to identify non-compliance and provide
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recommendations for improving data protection. Auditors will examine documentation, review
data-related activities, and assess information security measures.

Current Approach of Indian Enterprises and Challenges
Faced

Indian enterprises are increasingly aware of the importance of data privacy and have begun taking
steps to align with the Digital Personal Data Protection Act (DPDPA) 2023. However, their efforts
remain largely fragmented, with many companies adopting a siloed approach to compliance. While
some progress has been made, full adherence to the law’s rigorous standards is still a challenge
for most businesses, as they grapple with the complexity of the requirements and the fast-evolving
regulatory landscape.

A major obstacle lies in the intricate provisions of the DPDPA, which can be difficult for businesses
to interpret and operationalize. The technical language of the Act, coupled with frequent regulatory
updates, makes it challenging for companies—particularly small and medium-sized enterprises—to
stay on top of the requirements. This often results in piecemeal or reactive measures that address
only parts of the compliance puzzle, leaving businesses exposed to potential penalties and privacy
breaches.

Resource limitations further compound the problem. Many smaller organizations lack the financial
and human resources to build robust privacy frameworks, leading them to implement minimal,
short-term solutions. Without the capacity to invest in comprehensive privacy management
systems, these businesses often overlook key aspects of data protection, such as risk
assessments, consent management, and ongoing compliance monitoring. The result is a
fragmented approach that fails to provide the level of protection and compliance required by the
DPDPA.

Achieving full DPDPA compliance requires a shift from this scattered, ad-hoc approach to a more
proactive and unified strategy. Enterprises must move toward integrated solutions that streamline
privacy management across the entire organization to manage compliance more efficiently by
centralizing data protection efforts.

Enterprise DPDPA Compliance 5
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Catastrophic Impacts On Enterprises For Not Complying
With DPDPA

DPDPA has introduced significant data privacy obligations for Indian businesses. Non-compliance
with these can have severe consequences, including financial penalties, operational disruptions,
reputational damage, and business growth challenges. Let’s understand the impact in a better way:

Financial Penalties:

The DPDPA imposes significant financial penalties for violations, with a maximum fine of 2250 crore
(approximately $30 million). This is among the highest fines for data privacy violations globally,
reflecting the severity of the offense. Even for larger corporations, such fines can have a substantial
impact on financial performance. Repeated violations can lead to cumulative penalties, potentially
exceeding the maximum individual fine, further exacerbating the financial burden.

Operational Disruptions:

Non-compliance with the DPDPA can result in severe operational disruptions. The Data Protection
Board of India has the authority to issue cease and desist orders, effectively halting a company's
data processing activities. This can lead to immediate and significant financial losses, as well as
damage to relationships with customers, partners, and suppliers. Additionally, legal complications
arising from non-compliance can further exacerbate operational challenges, including potential
lawsuits, investigations, and regulatory scrutiny.

Reputational Damage:

Data privacy breaches can have a devastating impact on a company's reputation. Loss of customer
trust, boycotts, and negative publicity can result from non-compliance. Once damaged, a
reputation can be difficult to repair, and the long-term consequences can be significant.

Civil lawsuits and class action suits can further tarnish a company's reputation and lead to
substantial financial liabilities.

Business Growth Hindrances:

Investors are increasingly risk-averse and are more likely to avoid companies with poor data
privacy records. This can make it difficult for non-compliant companies to raise capital, expand their
operations, or attract talent. In today's competitive business environment, data privacy is becoming
a key differentiator, and non-compliance can put companies at a significant disadvantage.

Enterprise DPDPA Compliance 6
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Employee Morale and Talent Acquisition:

Employees are increasingly concerned about data privacy and are more likely to work for
companies with strong data protection practices. A reputation for poor data privacy can make it
difficult to attract and retain top talent, especially in tech-related fields. This can lead to a loss of
valuable employees and hinder a company's ability to innovate and grow.

The consequences of non-compliance with the DPDPA are severe and far-reaching. Indian
businesses must prioritize data protection compliance to avoid financial penalties, operational
disruptions, reputational damage, and business growth challenges. By implementing robust data
privacy measures, companies can protect their customers, employees, and their own bottom line.

Role Of UPMPs In Enhancing DPDPA Compliance For
Enterprises

To effectively comply with the Digital Personal Data Protection Act (DPDPA) and safeguard the
privacy of customers and employees, Indian enterprises must implement robust data privacy
management practices. Unified Privacy Management Platforms (UPMPs) provide a comprehensive,
centralized solution designed to simplify and enhance compliance efforts across the organization.

A UPMP serves as an integrated software platform that consolidates various data privacy tools and
processes into a unified system. By acting as a central hub for managing all privacy-related
activities, it enables enterprises to streamline workflows, automate compliance tasks, and ensure
alignment with regulatory requirements such as the DPDPA. This cohesive approach not only
improves operational efficiency but also reduces the risk of non-compliance, helping organizations
manage data privacy more effectively and with greater transparency.

At its core, a UPMP works by integrating multiple functionalities—such as data mapping, consent
management, risk assessments, incident response, and regulatory reporting—into a single
platform. It continuously monitors data flows, identifying personal data across the organization and
ensuring that it is handled in accordance with privacy regulations. Through automation and real-
time alerts, UPMPs help businesses track regulatory changes, manage user consent, and respond
swiftly to privacy incidents. This centralized and automated approach reduces manual intervention,
enabling organizations to stay compliant with less effort while enhancing data security and
governance practices

Enterprise DPDPA Compliance 7
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Key Features of a UPMP:

® Consent Management: Efficiently obtaining, managing, and documenting user consent for

data collection and processing.

@ Data Discovery and Classification: Automatically identifying and categorizing personal data

across an organization's systems.

® Data Mapping: Creating visual representations of data flows to understand processing

activities and identify vulnerabilities.

@ Access Management: Implementing robust access controls to restrict access to personal

data based on user roles and permissions.

@ Data Retention and Deletion: Establishing data retention policies and automating data

deletion processes to comply with data minimization and storage limitation requirements.

@ Data Breach Monitoring and Response: Monitoring for data breaches and providing tools

for effective incident response.

® Risk Assessment and Mitigation: Identifying and assessing data privacy risks and

implementing appropriate mitigation measures.

o Reporting and Auditing: Generating reports and audits to demonstrate compliance with the

DPDPA and other regulations.

@ |Integration with Other Systems: Integrating with other enterprise systems to provide a

comprehensive view of data privacy activities.

Benefits of Adopting a UPMP:

@ Enhanced Compliance: Streamlining data privacy management processes and ensuring

adherence to DPDPA requirements.

@ Reduced Risk: Mitigating the risk of data breaches and privacy violations through

automated data privacy tasks and risk identification.

@ Improved Efficiency: Saving time and resources by automating workflows and providing a

centralized platform for data protection activities.

@ Enhanced Data Governance: Establishing better data governance practices to improve data

quality and consistency.

@ Improved Customer Trust: Building trust with customers by demonstrating a commitment

to data privacy.

Enterprise DPDPA Compliance 8
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By leveraging a UPMP, Indian enterprises can significantly enhance their data privacy posture,
reduce the risk of non-compliance, and protect the sensitive information of their customers and
employees. A well-implemented UPMP serves as a valuable tool for organizations navigating the

complex landscape of data protection regulations.
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Navigating Complex Data Landscape with Data Safeguard

With the DPDP Act ushering in a new era of data protection, businesses must view privacy
obligations as strategic opportunities. Data Safeguard's solutions help organizations embed
privacy considerations into their operations, demonstrate accountability, and build stronger
customer relationships. As a trusted partner in data privacy, we empower businesses to thrive in
the digital age while upholding individuals' privacy rights, positioning them for long-term success
in an increasingly data-driven world.

Data Safeguard positions itself at the forefront of this compliance journey, offering a
comprehensive privacy management solution designed to seamlessly integrate with businesses'
data management systems and adhere to the highest standards of data protection.

By aligning with the DPDP Act, Data Safeguard provides an all-encompassing suite of tools that
address compliance, privacy-by-design principles, consent management, and more.

Our “ID-REDACT®” and “ID-MASK®” products, powered by Confidential Data Discovery (CDD),
empower organizations to develop a privacy-centric data management posture. These tools
automatically detect, identify, and manage personal data across all systems, ensuring compliance
while enhancing the quality and accuracy of data.

With a staggering accuracy rate of 99.54%, our Al-driven solution delivers unparalleled precision
in identifying confidential data elements and maintaining ongoing data integrity.

Data Safeguard’s Products Are Built with 7 Data Privacy Tenets:

@ Consent Management: Obtain and manage explicit consent from users.

Confidential Data Discovery: Identify and classify personal and sensitive data.

Privacy Impact Assessment: Assess, Evaluate and mitigate privacy risks.

Data Subject Access Request: Manage requests from individuals about their data.

Confidential Data Redaction/Masking: Protect personal and sensitive data from

unauthorized access.

Compliance Audit: Regularly review and ensure compliance with data privacy laws.

Data Privacy Management: Oversee and improve data privacy practices.

Enterprise DPDPA Compliance 10
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DPDPA COMPLIANCE — DATA SAFEGUARD SOLUTION

IDENTITY

Universal Consent Manager
Must be freely given, verifiable
and capable to be withdrawn

Confidential Data Discovery
Ensures the data is kept secure,
used sparingly and is not kept .
Section 8, 10

Section 2(g), 4(1)(c)5, 6,7, 9

Confidential Data Redaction
Ensures the integrity of PII/SPI is
maintained and redacted at source.
Section 8, 10

Data Subject Access Request
7 Data Subjects’ rights; Positive
Obligation to ensure these rights.
Section 6(3-10),11-17

Privacy Impact Assessment Compliance Audit
Mandates conduct of PIA for + Ensures accountability & provides

identification and mitigation of risk. audit trails to verify GDPR compliance.
Section 10(2)( C) + Section 8,10

Data Privacy Management
+ Ensures that the principles of Data
privacy are followed as under GDPR.

+ Section 8(4)
Data Safeguard Inc. | Copyright 2024 | CONFIDENTIAL https://www.datasafeguard.ai
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About Cybersecurity Center of Excellence

The Cybersecurity Center of Excellence (CoE) is a joint initiative of the Government of Telangana
and Data Security Council of India (DSCI) to accelerate the cybersecurity momentum and create a
conducive cybersecurity ecosystem that nurtures innovation, entrepreneurship and capability
building. CoE works with all industry organisations, government agencies, academia and R&D
centers and user groups and collaborates with other industry bodies, incubators and accelerators
to accomplish its mission. DSCI is a not-for-profit, industry body on data protection in India, set up
by NASSCOM®, committed to making the cyberspace safe, secure and trusted by establishing best
practices, standards and initiatives in cyber security and privacy. DSCI is the apex industry body
for Cybersecurity in India.

https:/ccoe.dsci.in ﬂ ccoe.hyd ,CCOE_Hyd m cybersecurity-ceo-telengana ndscivideo

Cybersecurity Centre of Excellence, (DSCI), 4th Floor, Pioneer Towers, Hi-tech City, Hyderabad, India-500081

FOR ANY QUERIES: P: +917989467107 E: marketing.ccoe@dsci.in

About Data Safeguard

The Data Safeguard team is comprised of Silicon Valley serial entrepreneurs and experienced
business and technology executives. Our expertise comes from years of specific industry
experience at some of the world’s top companies in the financial services, healthcare, retail, and
technology segments in Data Privacy, as well as Synthetic Fraud, risk management, artificial
intelligence, and machine learning. Our global network of R&D centers empowers us to develop
best-in-class software products using our amazingly innovative international talent.

https://www.datasafeguard.ai/ﬂ Data Safeguard , DSG m Data_Safeguard u Data Safeguard

DATA SAFEGUARD, 297 1st Floor, 35th Cross, 7th C Main, 4th Block, Jayanagar, Bangalore — 560011

FOR ANY QUERIES: P: +919711197529, https://www.datasafeqguard.ai/
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